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Fig.1 Framework of proposed RDHEI scheme

1.1 FAbEE

AL BRI Bt AT IMR o B AE : 3 BRAR AL 224
3 1 2 B A PR %%
111 3k ARAs £ 4

RN J M NH S 18, , AR A 22 5 FH AT
R 201 575 BN 2 EAR R Lyspo K12 BN A 2285
B, AR Ns=2 001, 53 PEIm=(M < N)/(s xs), &
%xl/&,ﬁ\:?a/[\?lﬂ@l”%?xl J+1 \xi+1,j%uxi+l,j+l*@5/ﬁ4‘/l\

22M BRI Zad iy, BB BR NMR R 2=
Jei, AT AR BRI I i 25 (R R B, HAAP IR -

’
Xitl,j = Xi+l,j+1 = Xitl,j>
’
Xil,jrl = Xij+1 = Xitl,j+15 (1)

/ —_Y: s - Y .
Xije1 = Xij — Xij+1

L, x AR R R RPN S HR R, 203K
BHARRE.



% 4 1 SRR, 5 22 S AL 1 SO a0 R B o 309
- A6, e s — KN, AT P (e o A6 2

T* -_— IR 1R AR, BUESE ORI [ JE B

. e BT, AR AN ] U159 4% o et BUR 1

B2 RAEEMRE
Fig. 2 Model of subtraction in the block

ZEREILZ ), BRE RS FHR RN, ZH KR
BEAEE PAEARNIEE N, 7R TR
A, I 4T R A 1 i B3 T AR 1R
Bty 7 9], LATR 48 PG (s=2) B R oAl Sy {51, de Rk
ZEl dmax < 15095 5 B HELS5% L) L, HILRER HZ
(1 FEAE L IR AR AR B o RN 2200 IR, Lt A 22 (H
BER MBI E RO, o PRIES k19 58 42 3
P, 5 B3N MR R AT 0L, AL
“1PHRCIESE, 07 ARiC FUE AL ORI B 3 22 (H
BEMIEREI, HARAER 147504,

=1 TBEIR ARG R B

Tab.1 Example of block encoding for Lena image

KRG BAEMALXET R HE W
1 0k1 2910 0.0444 101110
2 (1,3] 13860 0.2115 100
3 (3,7] 24182 0.3690 0
4 (7,15] 14952 0.2281 11
5 (15,31] 6640 0.1013 1010
6 (31,255] 2992 0.0457 10110

1.12 AER %R

o BEAE AR AN [R] 9 R PEIAR 22 (E B 14 R 23 A 17 2
B S PR B HRAR S 1T, LA S B HR B AR i 10 e D
PR A, M IR B o He 4 R 00 H A, AR5k
WA O e T AR O, AR 2 44 1 A R A i P
JEE B 5 5, 5 X A BRI o [T 30 I K
T EEN L

110 1110

B3 mRBMETH
Fig. 3 [Example of Huffman coding

JE a6 V5 S8 AR 2200 Z i, MURHE A2 2 A

MCEFTR BT i I 454>/ R e P 22 (R AR R L
Y XHEL; (HX TR R ZERTINWEGRI, &AL
TR A ARIC R ZH, B2 RERRE S HR
R BAFTAL, P LA X — 265 SO AT R AR, Frid

[G], F 38 L 2% i Y By BE AR 25 5 7, AT S5 BT
R e A BRI L8 B 2 5 K R, LUK B 4
THER AR H Y o LT 8RR S ], 5 B8R 22 70 ML
W, A24 18240 R B s T2 8 3, T i le il e K,
I, X TR 3R HAR A A IS N HE 07, BT
FORR A KR I Bl SRR BIT of L 09 Ai) , BRARZE:
I BEAEIE TN, AN B 25 70 BCRE B H B K A =5 1]

Xt TR 61X —HA AT g A B, [l 247 A L
bR RS FHRIC, ATEIR A BT BOERR U o 8 BRAIESE
], AT AN TR B O g B LA
1Ay s 0T AR SR A v R R E A B R 0 {5 2
A TF AR AL, 78 B BRI Y I 5 98 S Al ik A
BRAE Ay, LT B8 1, 5 A B 4l — il 1
B B A ST 7 AR AR TR

MxN
Ay = Ib 22 (2)
sXSs

=2, X F— Mg 512x51 204 B4, &ish 164~
EL AR B AT SE SR BT A BB, H &l 22 AN HL S , 1%
REFENES D, Z2EBRRKTIUREAL S B
— 5y, BT LhAy WK BB, A4 5 S 2 1) T
25 (A
1.1.3 B m%

Xof Iy o3 R A 22 A i ity 4 ] R, P 2540 & T
M4 in 35 28 41 KA LM < N O FE AL B [ L, 5595
HHLAG S — P 3, e s =R

X~
hfj‘pzlﬁjmodz,k:1,2,---,8 (3)
Kl , WEERR ZHFIEA, 1<i<m 1<
J<N,pell,ml; X}, A PRRENLIE R — A HIE A

AR AR B AL O 23 B 9 P AR A T o7
AL, I LA BALREAR F AR kA R0 S Dy BEPL AR
R R ) e 0 Xk 7 A R A P S, FCA % S 1
et H:

i,j.p

oht.  k=1,2,---,8 (4)

K vk
€ijp=Xi ijpr T

i.J.p i.Jj.p

Kb, @ L 75
1.2 RPEH

X — &5 A 3AR B AL NI A H — i ik
A BRI S BN E B RN AES B R R
1 o AR A AE A 4 1) 5 e RS s, 77 AR R
TR ZS A DU AR B
1.2.1  BRARZEHAN

R HERR AR B — A BT R 2R 5, HAR 2 e i



310 TRERESHEAR

% 56 5

WL HHRA B A — AP o B4 Frfe L s 01 4
ZEMEAR R B IE4(b) i X (3) e ffl il — il e 21, 4R
JE AR AR 1 2 2 ) 3 AR ORE 2 AT ) R AR A R A F

Kl4(c) hag X,
X X XX, Xul[1]olo]1]1]1]0]0]
156 168 156 -12 X!
i N I = 12 — L2
151 | 158 ‘ 7 10 xy | [o] o [o a2 o [ElE]
o1 Xy . X Xy, X, lle]elo o]z - 1, -
(@ R ER (o) ZEERR (o) ZHBRB

El 4 PFriRHEERRA
Fig. 4 Example of the proposed scheme

ARG

DA MRS TR ~5, EAS BB RS W
8 LA 7 AS fif e AE o oA 35 3, IR AR TR 4,
AR A B A B FAR S, WE RS ZE (El4(a) )
2SR 22 (B AL AR B 22 E KA (4(b) ), BLAF R
R ZEELXTE 12, )8 T 4, X% N
117, AR A JE N E 4 (c) TR SR X,

2) X F I8 F A AR T i A B, 72X B AT 4
kA AR AT HAR 2 B e 2 15, Ay 10 SR 22 0k
B ) He AR, HoAK B Ay 1en N :

AUl _ten = Bi X By jen (5)

A, B ZRBBUR, By 1o WERL(1=1,2,++,6 ) X I
PRI, tbabi=6.
122 EMA5FFEHEN

J T JE SRR TP RE RS T EE A R, W AR IR A
bR i SC G Hed e SR AES B R M 22 E 55
PR SRR, B4 (o), IR ZESHES B R R
MY IE UG O, 7E PR 28 IS T AR U A 345 A (iE
0 X8 ) S ZE(EAR R 0 i A 3 L AR 7 (B e X3k )
R A O N C s B 1o S e Vel T
X7,=10, X 7 [ 84 — 1 1] 00001010, I 5 8 47 %A Ky
JEABL1010, e, — AN B3 25 ) vl i T 5
(CHIR

Vi =32-C;=3x(D;+1) (6)

A, D3 ZE(ER R P I R 22 (EA B R AL,
C oA RS R BRAC IS T o 42T R L T SR A% 11 15 1Y
SR ENVOSE

v=>"Vk (7)
p=1
TERARSE | 22 (H AR RLAT 5 LR A SE U, RaT

(LTSRN
123 3AFZ 5 LHN
TEARSCEIET , XF— 845 € KN M <NE) R

AR, B 28 S 0 DU FIAS AT ik A B 4 80 i Tf
TE B o [E15 0 6T B g i 75 451, e (0 X0 LA — 9t P
AACKRAY T ~ 6H bR 85 09K, e T i £ DX Ja
SRy Xof N 8 B A S i 41 3 4 D A )
il 51 Ol i IR R 2K 1 ~6, AU

6
01=>" (t+m) (8)

=1
A, oot O SR A AR B K, n PR %S

B B o o ) — I 3
1 |
ZAD |
K3 |
ZA4 |
A5 |
e |

o

[ + [ o |70

|
|
|
|

il =0l=1=01= 0 =

|
I
I
|
|
|

1
1
0
0
1

-1 0 1 1

|
|
I
I
l

Ol|l|IOo]||=]||S||—=

|
|
[
l
[ 1]
5 GRRGRED I A9 7 )

Fig. 5 Example of coding map representation of six block
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Fig. 8 Gray histograms and 3D view of pixel value of original image, encrypted image, marked encrypted image and re-
covered image
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age datasets
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Tab.4 Comparison of the maximum ER of five images under different algorithms

TR EL yiz!) GaoZ! QinZ! Chen%5 ") CelikZ1>] KL
BA 1.574 1.564 1.602 1.678 2216 2.262
kAL 2.163 2.037 2.089 2.337 2.472 2.815
[ 1.765 1.711 1.838 1.944 2513 2.562
B 1.730 1.561 1.821 1.871 2.425 2.430
Bk 0.402 0.813 0.483 0.535 0.861 0.991
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Tab.S5 Comparison of the ER between different algorithms on two datasets
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R 4.427 3.487 2435 5.146
BOSSbase BAL 0.437 0.187 0.085 0.458
P 2.457 2.208 1.791 3.027
R 4315 3.426 2.427 4.962
BOWS-2 A 0.187 0.134 0.133 0.376
g2 2271 2.061 1.682 2937
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Tab. 6 Average running times comparison

IZATHT [E)/s

e Bligme [EEHA B BRI BB IRE
Qin%! 1.2352 8.7951 10.0573
ChenZ 09114 6.2647 74725
Liu%>) 1.3149 8.4583 9.7549
¥ & RS 0.8221 5.5635 7.1728
3 & B

B0 SO BRI R TR A IR A R A4 )

R, B T — Rl T 25 0 2 B AR G 1 44 1 S SO

P AT 0 05 B B vk  TEARIE L 2 PRI HE R, R

P AR R, AR R ARG, (1R R (E

IR SO AR R TR L, IS 2 R A 1 R

Az RS 2 G, B 1 22 (HHR T F AR 81 25 (8 LR AL

S IR AR a7 SR R 25 R AL R Y

TARSCREAR LA A R A B

JIT B SR AEAT Z2 Rl B A5 S5 S A i A A

B, BRI 23 [E)AT B, B AT TRUGARR R ) i 1)

B TR AG  ad  R AT A A 2 4 UK o Jim 2k T AR 3

T Ir &, WU R ENE B, BRAIEZ e RN

THE R

SE R

[1] Yu Mingji,Yao Heng,Qin Chuan.Reversible data hiding in
encrypted images without additional information transmis-
sion[J].Signal Processing:Image Communication,2022,105:
116696.

[2] Wang Xingyuan,Feng Le,Zhao Hongyu.Fast image encryp-
tion algorithm based on parallel computing system[J].In-
formation Sciences,2019,486:340-358.

[3] Wang Xingyuan,Yang Jingjing.A privacy image encryption
algorithm based on piecewise coupled map lattice with
multi dynamic coupling coefficient[J].Information Sciences,
2021,569:217-240.

[4] Chang C C,Hsiao J Y,Chan C S.Finding optimal least-signi-
ficant-bit substitution in image hiding by dynamic program-
ming strategy[J].Pattern Recognition,2003,36(7):1583-1595.

[5] Zhang Fan,Pan Zhigeng,Cao Kui,et al.The upper and lower
bounds of the information-hiding capacity of digital images
[J].Information Sciences,2008,178(14):2950-2959.

[6] Gao Guangyong,Tong Shikun,Xia Zhihua,et al.Reversible
data hiding with automatic contrast enhancement for medic-
al images[J].Signal Processing,2021,178:107817.

[7]1 Zhang Tiancong,Weng Shaowei,Wu Zhijie,et al. Adaptive
encoding based lossless data hiding method for VQ com-

pressed images using tabu search[J].Information Sciences,

2022,602:128-142.

[8] She Xiaomeng,Du Yang,Ma Wenjing,et al.Reversible data
hiding in encrypted images based on pixel prediction and
block label[J].Journal of Computer Research and Develop-
ment,2022,59(9):2089-2100.[ A 5 12, 1 S0, % S T
(L ESURIENEeS AT NIEEE R G BUR EYSNSE AR R e N
W95 % ,2022,59(9):2089-2100.]

[9] Khelifi F.On the security of a stream cipher in reversible
data hiding schemes operating in the encrypted domain[J].
Signal Processing,2018,143:336-345.

[10] Ding Wenjia,Zhang Huyin,Reulke R, et al.Reversible image
data hiding based on scalable difference expansion[J].Pat-
tern Recognition Letters,2022,159:116-124.

[11] Bai Yongqiang,Jiang Gangyi,Zhu Zhongjie,et al.Reversible
data hiding scheme for high dynamic range images based on
multiple prediction error expansion[J].Signal Processing:
Image Communication,2021,91:116084.

[12] Weng Shaowei,Tan Wenlong,Ou Bo,et al.Reversible data
hiding method for multi-histogram point selection based on
improved crisscross optimization algorithm[J].Information
Sciences,2021,549:13-33.

[13] Xiong Zhiyong,Wang Jiangqing.Reversible information
hiding of color images based on shift of difference histo-
gram[J].Journal of Sichuan University(Engineering Science
Edition),2011,43(3):81-89.[RER B, TV LT 2EE
P 10057 (0 LB RT 338 {5 BR[0T R4 (TR
Bl2£07),2011,43(3):81-89.]

[14] Puteaux P,Ong S,Wong K,et al.A survey of reversible data
hiding in encrypted images—The first 12 years[J].Journal of
Visual Communication and Image Representation,2021,77:
103085.

[15] Ma Kede,Zhang Weiming,Zhao Xianfeng,et al.Reversible
data hiding in encrypted images by reserving room before
encryption[J].IEEE Transactions on Information Forensics
and Security,2013,8(3):553-562.

[16] Huang Fangjun,Huang Jiwu,Shi Yunqing.New framework
for reversible data hiding in encrypted domain[J].IEEE Tran-
sactions on Information Forensics and Security,2016,11(12):
2777-2789.

[17] Puteaux P,Puech W.An efficient MSB prediction-based
method for high-capacity reversible data hiding in encryp-
ted images[J].IEEE Transactions on Information Forensics
and Security,2018,13(7):1670-1681.

[18] Yi Puyang,Yin Zhaoxia,Qian Zhenxing.Reversible data hid-
ing in encrypted images with two-MSB prediction[C]//Pro-
ceedings of the 2018 IEEE International Workshop on In-
formation Forensics and Security(WIFS).HongKong:IEEE,
2018:1-7.

[19] Yi Shuang,Zhou Yicong.Binary-block embedding for re-
versible data hiding in encrypted images[J].Signal Pro-


https://doi.org/10.1016/j.image.2022.116696
https://doi.org/10.1016/j.ins.2019.02.049
https://doi.org/10.1016/j.ins.2019.02.049
https://doi.org/10.1016/j.ins.2021.04.013
https://doi.org/10.1016/S0031-3203(02)00289-3
https://doi.org/10.1016/j.ins.2008.03.011
https://doi.org/10.1016/j.sigpro.2020.107817
https://doi.org/10.1016/j.ins.2022.04.011
https://doi.org/10.1016/j.sigpro.2017.09.020
https://doi.org/10.1016/j.patrec.2022.05.014
https://doi.org/10.1016/j.patrec.2022.05.014
https://doi.org/10.1016/j.image.2020.116084
https://doi.org/10.1016/j.image.2020.116084
https://doi.org/10.1016/j.ins.2020.10.063
https://doi.org/10.1016/j.ins.2020.10.063
https://doi.org/10.3969/j.issn.1672-4321.2010.03.018
https://doi.org/10.3969/j.issn.1672-4321.2010.03.018
https://doi.org/10.3969/j.issn.1672-4321.2010.03.018
https://doi.org/10.3969/j.issn.1672-4321.2010.03.018
https://doi.org/10.3969/j.issn.1672-4321.2010.03.018
https://doi.org/10.3969/j.issn.1672-4321.2010.03.018
https://doi.org/10.3969/j.issn.1672-4321.2010.03.018
https://doi.org/10.1016/j.jvcir.2021.103085
https://doi.org/10.1016/j.jvcir.2021.103085
https://doi.org/10.1109/TIFS.2013.2248725
https://doi.org/10.1109/TIFS.2013.2248725
https://doi.org/10.1109/TIFS.2016.2598528
https://doi.org/10.1109/TIFS.2016.2598528
https://doi.org/10.1109/TIFS.2016.2598528
https://doi.org/10.1109/TIFS.2018.2799381
https://doi.org/10.1109/TIFS.2018.2799381
https://doi.org/10.1109/WIFS.2018.8630785
https://doi.org/10.1109/WIFS.2018.8630785
https://doi.org/10.1109/WIFS.2018.8630785
https://doi.org/10.1109/WIFS.2018.8630785
https://doi.org/10.1016/j.sigpro.2016.10.017
https://doi.org/10.1016/j.sigpro.2016.10.017

5 439

B TR DR, 45+ 2873 4 i 1 HR T 45 14 % SO T 390135 5 B e vk 315

cessing,2017,133:40-51.

[20] Chen Kaimeng,Chang C C.High-capacity reversible data
hiding in encrypted images based on extended run-length
coding and block-based MSB plane rearrangement[J].Journ-
al of Visual Communication and Image Representation,
2019,58:334-344.

[21] Qin Chuan,Qian Xiaokang,Hong W,et al.An efficient cod-
ing scheme for reversible data hiding in encrypted image
with redundancy transfer[J].Information Sciences,2019,487:
176-192.

[22] Yi Shuang,Zhou Yicong.Separable and reversible data hid-
ing in encrypted images using parametric binary tree la-
beling[J].IEEE Transactions on Multimedia,2019,21(1):
51-64.

[23] Celik M U,Sharma G,Tekalp A M,et al.Reversible data hid-
ing[C]//Proceedings of the International Conference on Im-
age Processing.Rochester:IEEE,2002,2:157-160.

[24] Gao Kai,Horng Jihwei,Chang Chinchen.High-capacity re-
versible data hiding in encrypted images based on adaptive

block encoding[J].Journal of Visual Communication and

Image Representation,2022,84:103481.

[25] Liu Zilong,Pun Chiman.Reversible data-hiding in encryp-
ted images by redundant space transfer[J].Information Sci-
ences,2018,433/434:188-203.

[26] Ren Honglin,Lu Wei,Chen Bing.Reversible data hiding in
encrypted binary images by pixel prediction[J].Signal Pro-
cessing,2019,165:268-277.

[27] Wang Xu,Chang C C,Lin C C.Reversible data hiding in en-
crypted images with block-based adaptive MSB encoding][J].
Information Sciences,2021,567:375-394.

[28] Wu Youqing,Guo Yutang,Tang Jin,et al.Reversible data
hiding in encrypted images using adaptive huffman encod-
ing strategy[J].Chinese Journal of Computers,2021,44(4):
846-858. [ AT, 8 T A, itk A T A T IV K i)
488 SCRT 305 L B B v [ ] L3237, 202 1,44(4): 846~
858.]

[29] Tang Zhenjun,Zhang Xianquan,Zhang Shichao.Robust per-
ceptual image hashing based on ring partition and NMF[J].
IEEE Transactions on Knowledge and Data Engineering,
2014,26(3):711-724.

Reversible Data Hiding Algorithm in Encrypted Images with Difference Encoding and Block Compression
GE Guoqingl, GE Bin", XIA Chenxingl’z, WANG Zhimeng1

(1.School of Computer Sci. and Eng., Anhui Univ. of Sci. and Technol., Huainan 232001, China;
2.Anhui Purvar Bigdata Technol. Co., Ltd., Huainan 232001, China)

Abstract: With the development of digital information and cloud-computing technology toward maturity, reversible hiding of data in encrypted
images is gradually becoming an area of intensive research for protection of data privacy in communications. Nonetheless, notable challenges still
exist regarding achieving greater compression of carriers to enhance embedding capacity by adaptive-recognition coding of pixels in local areas
based on the distribution characteristics of pixels in different cover images. To address the problem of the low embedding capacity of reversible
information hiding due to insufficient utilization of redundant space in carrier images, herein, a cipher-text domain-reversible data-hiding al-
gorithm is proposed based on difference coding and block compression. First, the difference-image matrix is classified and adaptively coded ac-
cording to the maximum difference value within the block based on the differences of strong-correlation neighbors in local areas of the natural im-
age. At the same time, the original image is chunked, disrupting the order between blocks and diffusing pixels within blocks to ensure the security
of the image information. Then, according to the result of the adaptive coding of the difference-pixel blocks, the redundant space is compressed on
the corresponding encrypted image blocks, and the secret data is finally embedded by bit replacement. In contrast to previous algorithms , this ap-
proach rearranges the bits of the differential-encoded image, starting from the least-significant bit of the cipher-text image pixel, marking the sign
bit of the differential pixel, and marking the least-significant differential bit in each of the remaining planes in turn. Due to the reversibility of the
encryption operation and adaptive coding, a legitimate receiver can achieve lossless reconstruction of the original plain-text image and error-free
extraction of the secret data. The experimental results show that the proposed algorithm has a greater embedding rate and better security than sev-
eral existing algorithms. The average embedding rates were found to be 3.027 and 2.937 bpp for the BOSSbase and BOWS-2 datasets, respect-
ively, and this was also improved by more than 0.57 bpp on classical test images.

Key words: reversible data hiding; encrypted domain; privacy protection; difference encoding; block compression
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